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SUMMARY 

Executive summary: This document describes the outcome of the industry group which 
has developed industry Guidelines on cybersecurity on board ships 
in response to the vulnerability of ships to cybersecurity risks and 
provides the latest version 1.1 of the industry Guidelines. Industry 
proposes that the Guidelines should remain a live document that 
should be taken into account during further consideration of 
measures to enhance maritime cybersecurity. 
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Background 
 

1 The increasing importance of electronic operational systems, and digital information 
and data to ship operations call for appropriate technical and procedural controls to be in 
place to protect the company and ship operations and information and data pertaining to a 
ship and its crew, passengers and cargo.  
 

2 At MSC 95, ICS, BIMCO, INTERTANKO and INTERCARGO informed the 
Committee of the development of industry guidelines on cybersecurity on board ships 
intended for use by shipowners, managers and seafarers in order to mitigate maritime 
cybersecurity risks (MSC 95/4/1). 
 

3 The Committee established the Working Group on Maritime Security and instructed 
it to consider document MSC 95/4/1. Following consideration of the submission, the working 
group recommended that the Committee await the outcome of the development of industry 
guidelines on cybersecurity on board ships expected to be submitted to FAL 40 and MSC 96. 
The Committee endorsed this recommendation.  
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4 Following MSC 95, CLIA joined the industry group working on the development of 
the Guidelines on cybersecurity on board ships (the Guidelines).  
 
5 The development of the Guidelines involved a wide range of stakeholders including 
shipowners, cybersecurity specialists, communication experts, producers of satellite and 
radio communications equipment, and insurance experts. 
 
6 The Guidelines were published in January 2016 and have been submitted to the 
FAL Committee for information (FAL 40/INF.4). An updated version 1.1 of the Guidelines are 
included as an annex to this paper. 
 
The Guidelines 
 
7 In contrast to other international standards and guidelines on cybersecurity, the 
industry Guidelines focus on the distinctive issues on board ships. The Guidelines are 
designed to develop understanding and awareness of key aspects of cybersecurity and are 
not intended to give technical guidance for the ship or personnel on board.  
 
8 On the basis of a risk-based approach to cybersecurity, shipowners and operators 
are advised on how to assess their operations and develop procedures and actions to 
maintain the security of cybersystems on board.  
 
9 Any cyberincident will have its own characteristics and the co-sponsors are aware 
that not all of the content will be applicable for every ship. However, at least some elements 
of the Guidelines should be relevant to all ships. 
 
10 The Guidelines will support the company in establishing procedures, plans and 
instructions, including checklists as appropriate, for relevant key shipboard operations. Such 
instructions, plans and procedures should be seen as complementary to existing security and 
safety risk management requirements contained in the ISM and ISPS Codes. 
 
11 Chapter 1 of the Guidelines outlines the cybersecurity risk, including potential 
attackers, their motivations and methods that could be used. 
 
12 Chapter 2 covers how the cyber risk can be assessed either by the company or by a 
third party expert. The cyber risk is a reflection of the circumstances of the company, ship (its 
operation and trade), the information technology systems, the operational technology used, 
and the information and data stored on board.  
 
13 In chapter 3, guidance is given on how to reduce the risk by using technical 
cybersecurity controls and on how seafarers should use the onboard systems and restrict 
access to sensitive operational systems and information (procedural controls). The 
importance of defence in depth is emphasized as multiple layers of defences are more 
resilient to cyberattacks. 
 
14 There is a safety element attached to a ship's cybersecurity and companies should 
prepare appropriate contingency plans outlining how to respond to cyberincidents. Guidance 
is given in chapter 4 on the development of contingency and response plans in the case of a 
cyberincident. Effective recovery is important from a safety and commercial perspective and 
procedures for recovery of ship's systems should be planned in advance and be available on 
board. Finally, chapter 4 covers the need to investigate a cyberincident in order to gain 
valuable insight into the circumstances surrounding it, its extent and any remaining areas of 
vulnerability. 
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Proposal  
 
15 Recalling the re-affirmation that work on maritime cybersecurity be progressed 
whilst ensuring consistency and a lack of duplication of efforts (MSC 95/22, paragraph 4.7), 
the co-sponsors propose that the industry Guidelines on cybersecurity on board ships are 
taken into account during further consideration of measures to enhance maritime 
cybersecurity. The Guidelines should remain a living document that will be continually 
updated by the industry to reflect the development of cybersecurity threats and new technical 
and procedural mitigation measures.  
 
Action requested of the Committee  
 
16 The Committee is invited to consider the proposal in paragraph 15 above and take 
action, as appropriate. 
 
 

*** 
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Terms of Use 
 
The advice and information given in the Guidelines on cybersecurity on board ships (the 
Guidelines) is intended purely as guidance to be used at the user's own risk. No warranties 
or representations are given, nor is any duty of care or responsibility accepted by the 
Authors, their membership or employees of any person, firm, corporation or organization 
(who or which has been in any way concerned with the furnishing of information or data, or 
the compilation or any translation, publishing, or supply of the Guidelines) for the accuracy of 
any information or advice given in the Guidelines or any omission from the Guidelines or for 
any consequence whatsoever resulting directly or indirectly from compliance with, adoption 
of or reliance on guidance contained in the Guidelines even if caused by a failure to exercise 
reasonable care on the part of any of the aforementioned parties. 
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Introduction 
 
As technology continues to develop, information technology (IT) and operational technology 
(OT) on board ships are increasingly being networked together – and more frequently 
connected to the worldwide web.  
 
This brings the greater risk of unauthorized access or malicious attacks to ships' systems 
and networks. Risks may also occur from personnel having access to the systems on board, 
for example by introducing malware via removable media.  
 
Relevant personnel should have training in identifying the typical modus operandi of 
cyberattacks. 
 
The safety, environmental and commercial consequences of not being prepared for a 
cyberincident may be significant. Responding to the increased cyberthreat, a group of 
international shipping organizations, with support from a wide range of stakeholders, have 
developed these guidelines, which are designed to assist companies develop resilient 
approaches to cybersecurity on board ships. 
 
Approaches to cybersecurity will be company- and ship-specific, but should be guided by 
appropriate standards and the requirements of relevant national regulations. The Guidelines 
provide a risk-based approach to identifying and responding to cyberthreats.  
 
Aim and scope of the Guidelines 
 
The aim of this document is to offer guidance to shipowners and operators on how to assess 
their operations and put in place the necessary procedures and actions to maintain the 
security of cybersystems on board their ships. 
 
Company plans and procedures for cyber risk management should be seen as 
complementary to existing security and safety risk management requirements contained in 
the International Safety Management Code (ISM) Code1 and the International Ship and Port 
Facility Security (ISPS) Code2. Cybersecurity should be considered at all levels of the 
company, from senior management ashore to crew on board, as an inherent part of the 
safety and security culture necessary for safe and efficient ship operations.  
 
The Guidelines are designed to develop understanding and awareness of key aspects of 

cybersecurity. The Guidelines are not intended to provide a basis for auditing or vetting the 

individual approach to cybersecurity taken by companies and ships.  

Existing international standards and guidelines3 cover cybersecurity issues for shoreside 
operations – whereas these Guidelines focus on the unique issues facing the shipping 
industry on board ships. The measures to lower cybersecurity risks include: 
 

 How to raise awareness of the safety, security and commercial risks for 
shipping companies if no cybersecurity measures are in place; 
 

 How to protect shipboard OT and IT infrastructure and connected equipment; 

 

                                                
1  International Management Code for the Safe Operation of Ships and for Pollution Prevention (ISM Code). 
2
  International Ship and Port Facility Security Code (ISPS Code). 

3 
 For example ISO/IEC 27000 series of Information Security Management Systems (ISMS) standards. 
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 How to manage users, ensuring appropriate access to necessary information; 
 

 How to protect data used on board ships, according to its level of sensitivity;  
 

 How to authorize administrator privileges for users, including during 
maintenance and support on board or via remote link; and  
 

 How to protect data being communicated between the ship and the shore side. 

 
Figure 1. Cybersecurity awareness as set out in the Guidelines 
 
In the event of a cyberincident, a response plan is needed to quickly recover systems and 
data and to maintain the safety and commercial operability of the ship. Some mitigating 
measures are already covered by the ship's safety management system for complete 
systems failure, but more sophisticated cyberincidents may only cause partial malfunction of 
a system, making it harder to detect. 
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1 Understanding the cyberthreat 
 
The cyber risk4 is specific to the company, ship, operation and/or trade. When assessing the 
risk, companies should be aware of any specific aspect of their operations that might 
increase their vulnerability to cyberincidents. 
 
Unlike other areas of safety and security where historic evidence is available and reporting of 

incidents is required, cybersecurity is made more challenging by the absence of any 

definitive information about the incidents and their impact.  

There are motives for organizations and individuals to exploit cybervulnerabilities. The 

following examples give some indication of the threat posed and the potential consequences 

for companies and the ships they operate: 

Group Motivation Objective 

Activists (including 
disgruntled employees) 

 Reputational damage 

 Disruption of operations 

 Destruction of data 

 Publication of sensitive data 

 Media attention 

Criminals  

 Financial gain 

 Commercial espionage 

 Industrial espionage 

 Selling stolen data 

 Ransoming stolen data 

 Ransoming system operability 

 Arranging fraudulent transportation of 
cargo 

Opportunists  The challenge 

 Getting through cybersecurity 
defences 

 Financial gain 

States 

State sponsored 

organizations 

Terrorists 

 Political gain 

 Espionage 

 Gaining knowledge 

 Disruption to economies and critical 
national infrastructure. 

Table 1. Motivation and objectives  
 
The above groups are active and have the skills and resources to threaten the safety and 
security of ships, and a company's ability to conduct its business.  
 
In addition, there is always the potential for individuals inside a company or on board a ship 
to compromise cybersystems and data unknowingly.  
 
Types of cyberattack  
 
In general, there are two categories of cyberattacks which may affect companies and ships:  
 

 Untargeted attacks, where a company or a ship's systems and data are one of 
many potential targets; or 

 Targetted attacks, where a company or a ship's systems and data are the 
intended target.  

                                                
4
  The text in this chapter has been summarized from CESG, Common Cyberattacks: Reducing the Impact. 
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Untargeted attacks are likely to use tools and techniques available on the internet which can 
be used to locate known vulnerabilities in a company and on board a ship. Examples of 
some tools and techniques that may be used in these circumstances include: 
 

 Social engineering. A non-technical technique used by potential 
cyberattackers to manipulate insider individuals into breaking security 
procedures, normally, but not exclusively, through interaction via social media.  
 

 Phishing. Sending emails to a large number of potential targets asking for 
particular pieces of sensitive or confidential information. Such an email may 
also request that an individual visits a fake website using a hyperlink included in 
the email. 

 

 Water holing. Establishing a fake website or compromising a genuine website 
in order to exploit visitors.  
 

 Ransomware. Malware which encrypts data on systems until such time as the 
distributor decrypts the information.  
 

 Scanning. Attacking large portions of the internet at random.  

 
Targeted attacks may be more sophisticated and use tools and techniques specifically 

created for targeting a particular company or ship. Examples of tools and techniques which 

may be used in these circumstances include: 

 Spear-phishing. Similar to phishing but the individuals are targetted with 
personal emails, often containing malicious software or links that automatically 
download malicious software.  

 

 Deploying botnets. Botnets are used to deliver Distributed Denial of Service 
(DDoS) attacks. 

 

 Subverting the supply chain. Attacking a company or ship by compromising 

equipment or software being delivered to the company or ship.  

 

The above examples are not exhaustive. The potential number and sophistication of tools 

and techniques used in cyberattacks continue to evolve and are limited only by the ingenuity 

of those organizations and individuals developing them.  

Stages of a cyberattack  
 
Cyberattacks are conducted in stages. The length of time taken to prepare a cyberattack will 

be determined by the motivations and objectives of the attacker, and the resilience of 

technical and procedural cybersecurity controls implemented by the company, including 

those on board its ships. The four stages of an attack are: 

 Survey/Reconnaissance. Open/public sources used to gain information about 

a company, ship or seafarer which can be used to prepare for a cyberattack. 

Social media, technical forums and hidden properties in websites, documents 

and publications may be used to identify technical, procedural and physical 

vulnerabilities. The use of open/public sources may be complemented by 

monitoring the actual data flowing into and from a company or a ship.  



MSC 96/4/1 
Annex, page 9 

 

https://edocs.imo.org/Final Documents/English/MSC 96-4-1 (E).docx 

 Delivery. Attackers may attempt to access company and ship systems and 
data. This may be done from either within the company or ship or remotely 
through connectivity with the internet. Examples of methods used to obtain 
access include: 

o Company online services, including cargo or consignment tracking 

systems;  

o Sending emails containing malicious files or links to malicious websites to 

seafarers; 

o Providing infected removable media, for example as part of a software 

update to an onboard system; and 

o Creating false or misleading websites which encourage the disclosure of 

user account information by seafarers. 

 Breach. The extent to which an attacker can breach a company or ship system 
will depend on the significance of the vulnerability found by an attacker and the 
method chosen to deliver an attack. It should be noted that a breach might not 
result in any obvious changes to the status of the equipment. Depending on the 
significance of the breach, an attacker may be able to: 

o Make changes that affect the system's operation, for example interrupting 

the display of chart information on ECDIS; 

o Gain access to commercially sensitive data such as cargo manifests and/or 

crew and passenger lists; and/or  

o Achieve full control of a system, for example a machinery management 

system.  

 Affect. The motivation and objectives of the attacker will determine what affect 
they have on the company or ship system and data. An attacker may explore 
systems, expand access and/or ensure that they are able to return to the 
system in order to: 

o Access commercially sensitive or confidential data about cargo, crew and 

passengers to which they would otherwise not have access; 

o Manipulate crew or passenger lists, or cargo manifests. This may be used 

to allow the fraudulent transport of illegal cargo; and 

o Disrupt normal operation of the company and ship systems, for example by 

deleting critical pre-arrival information or overloading company systems.  

It is crucial that users of IT systems on board ships are aware of the potential cybersecurity 
risks, and are trained to identify and mitigate such risks.  
 
2. Assessing the risk 
 
Cybersecurity should start at the senior management level of a company, instead of being 
immediately delegated to the Ship Security Officer or the head of the IT department. There 
are several reasons for this:  
 

.1 Initiatives to heighten cybersecurity may at the same time affect standard 
business procedures and operations, rendering them more time consuming 
or costly. It is therefore a senior management level strategic responsibility 
to evaluate and decide on risk versus reward trade-offs.  
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.2 A number of initiatives which would heighten cybersecurity are related to 
business processes and crew training, and not to IT systems, and therefore 
need to be anchored organizationally outside the IT department.  

 
.3 Initiatives which heighten cybersecurity awareness may change how the 

company interacts with customers, suppliers and authorities, and impose 
new requirements on the cooperation between the parties. It is a senior 
management level decision whether and how to drive changes in these 
relationships.  

 
.4 Only when the above three aspects have been decided upon will it be 

possible to clearly outline what the IT requirements of the cybersecurity 
strategy will be, and this is the element which can be placed with the IT 
department.  

 
.5 Based on the strategic decisions in general, and the risk versus reward 

trade-offs, relevant contingency plans should be established in relation to 
handling cyberincidents if they should occur.  

 
The level of cyber risk will reflect the circumstances of the company, ship (its operation and 
trade), the IT and OT systems used, and the information and/or data stored. The maritime 
industry possesses a range of characteristics which affect its vulnerability to cyberincidents: 
 

 The cybercontrols already implemented by the company and on board its ships. 

 Multiple stakeholders are often involved in the operation and chartering of a 
ship potentially resulting in lack of accountability for the IT infrastructure.  

 The ship being online and how it interfaces with other parts of the global supply 
chain. 

 Business-critical and commercially sensitive information shared with 
shore-based service providers.  

 The availability and use of computer-controlled critical systems for the ship's 
safety and for environmental protection.  

 
These elements should be considered, and relevant parts incorporated in the company 
security policies, safety management systems, and ship security plans. All relevant national 
legislation and flag state regulations must be complied with, and in some cases, alternative 
risk mitigating methods may have to be used to those suggested by these Guidelines.  
 
The National Institute of Standards and Technology (NIST)5 Cybersecurity Framework can 
help companies quantify the approach being taken to cybersecurity using common principles 
and standards. The framework in adapted form, described in more detail in Annex 1, can 
provide an indication of the maturity of a company's approach to cybersecurity with respect to 
identifying risks, protecting systems and data, and detecting, responding to and recovering 
from a cyberattack.  
 

                                                
5  National Institute of Standards and Technology, Cybersecurity Framework available at: 

http://www.nist.gov/ 
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An increasing use of big data, smart ships and the "internet of things"6 will increase the 
amount of information available to cyberattackers, making the need for robust approaches to 
cybersecurity important both now and in the future.  
 
2.1 Determination of vulnerability 
 
It is recommended that a shipping company initially performs an assessment of the potential 
threats that may realistically be faced. This should be followed by an assessment of the 
systems and procedures on board, in order to map their robustness to handle the current 
level of threat. These vulnerability assessments should then serve as the foundation for a 
senior management level discussion/workshop. It may be facilitated by internal experts or 
supported by external experts with knowledge of the maritime industry and its key processes, 
resulting in a strategy centred around the key risks. 
 
The growing complexity of ships, and their connectivity with services provided from shoreside 
networks via the internet, makes onboard systems increasingly exposed to cyberattacks. 
In this respect, these systems may be vulnerable either as a way to deliver a cyberattack, or 
as a system affected because of a successful cyberattack. 
 
In general, stand-alone systems will be less vulnerable to cyberattacks compared to those 
attached to uncontrolled networks or directly to the internet. Network topology will be 
explained in more detail in Annex 3. Care should be taken to understand how critical 
shipboard systems might be connected to uncontrolled networks. When doing so, the human 
element should be taken into consideration, as many incidents are initiated by personnel 
actions. Onboard systems could include:  
 

 Cargo management systems. Digital systems used for the management and 
control of cargo, including hazardous cargo, may interface with a variety of 
systems ashore. Such systems may include shipment-tracking tools available to 
shippers via the internet. Interfaces of this kind make cargo management 
systems and data in cargo manifests vulnerable to cyberattacks.  

 

 Bridge systems. The increasing use of digital, networked navigation systems, 
with interfaces to shoreside networks for update and provision of services, 
make such systems vulnerable to cyberattacks. Bridge systems that are not 
connected to other networks may be equally vulnerable, as removable media 
are often used to update such systems from other controlled or uncontrolled 
networks. A cyberincident can extend to service denial or manipulation, and 
therefore may affect all systems associated with navigation, including ECDIS, 
GNSS, AIS, VDR and Radar/ARPA.   

 
Propulsion and machinery management and power control systems. The use of digital 
systems to monitor and control onboard machinery, propulsion and steering make such 
systems vulnerable to cyberattacks. The vulnerability of such systems can increase when 
they are used in conjunction with remote condition-based monitoring and/or are integrated 
with navigation and communications equipment on ships using integrated bridge systems.  
 

 Access control systems. Digital systems used to support access control to 
ensure physical security and safety of a ship and its cargo, including 
surveillance, shipboard security alarm, and electronic "personnel-on-board" 
systems. 

                                                
6
  Lloyd's Register, Qinetiq and University of Southampton, Global Marine Technology Trends 2030. 
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 Passenger servicing and management systems. Digital systems used for 
property management, boarding and access control may hold valuable 
passenger related data.  

 
Passenger facing public networks. Fixed or wireless networks connected to 
the internet installed on board for the benefit of passengers, for example guest 
entertainment systems. These systems should be considered as uncontrolled 
and should not be connected to any safety critical system on board. 
 
Administrative and crew welfare systems. Onboard computer networks used 
for administration of the ship or the welfare of the crew are particularly 
vulnerable when they provide internet access and email. They can be exploited 
by cyberattackers to gain access to onboard systems and data. These systems 
should be considered uncontrolled and should not be connected to any safety 
critical system on board. 
 
Communication systems. Availability of internet connectivity via satellite 
and/or other wireless communication can increase the vulnerability of ships. 
The cyberdefence mechanisms implemented by the service provider should be 
carefully considered but should not be solely relied upon to secure every 
shipboard systems and data.  
 

The above-mentioned onboard systems consist of potentially vulnerable equipment which 
should be reviewed during the assessment. More detail can be found in Annex 2 of these 
Guidelines. 
 
Vulnerable information and data 
The confidentiality, integrity and availability (CIA) model7 provides a framework for assessing 
the vulnerability to, and impact of: 
 

 Unauthorized access to information or data about the ship, crew, cargo and 
passengers. 

 Loss of integrity of information and data relating to the safe and efficient 
operation of the ship following unauthorized modification. 

 Loss of availability of information or data due to the destruction of information 
and data or disruption to services.  

 
Potential 

impact  
Definition In practice 

Low 

The loss of confidentiality, 
integrity, or availability 
could be expected to have 
a limited adverse effect on 
company and ship, 
organizational assets, or 
individuals 

A limited adverse effect means that a security breach 
might: (i) cause a degradation in ship operation to an 
extent and duration that the organization is able to 
perform its primary functions, but the effectiveness of 
the functions is noticeably reduced; (ii) result in minor 
damage to organizational assets; (iii) result in minor 
financial loss; or (iv) result in minor harm to 
individuals. 

Moderate 
The loss of confidentiality, 
integrity, or availability 

A substantial adverse effect means that a security 
breach might: (i) cause a significant degradation in 

                                                
7  Federal Information Processing Standards, Publication 199, Computer Security Division Information 

Technology Laboratory, National Institute of Standards and Technology, Gaithersburg, MD 20899-8900. 
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Potential 

impact  
Definition In practice 

could be expected to have 
a substantial adverse 
effect on company and 
ship, company and ship 
assets, or individuals 

ship operation to an extent and duration that the 
organization is able to perform its primary functions, 
but the effectiveness of the functions is significantly 
reduced; (ii) result in significant damage to 
organizational assets; (iii) result in significant financial 
loss; or (iv) result in significant harm to individuals that 
does not involve loss of life or serious life threatening 
injuries. 

High 

The loss of confidentiality, 
integrity, or availability 
could be expected to have 
a severe or catastrophic 
adverse effect on company 
and ship operations, 
company and ship assets, 
or individuals. 

A severe or catastrophic adverse effect means that 
a security breach might: (i) cause a severe 
degradation in or loss of ship operation to an extent 
and duration that the organization is not able to 
perform one or more of its primary functions; (ii) result 
in major damage to organizational assets; (iii) result in 
major financial loss; or (iv) result in severe or 
catastrophic harm to individuals involving loss of life 
or serious life threatening injuries. 

Table 2. Potential impact levels 
 
Sensitive information may include ship position, status of and readout from OT systems, 
cargo details, authorisations, certificates, etc. 
 
Example 
A power management system contains a supervisory control and data acquisition (SCADA) 
system controlling the distribution of onboard electric power. The system contains real-time 
sensor data which is used on board for power management. It also generates data about the 
power consumption, which is used by the shipping company for administrative purposes.  
 
To determine if the information above is critical, the consequences likely to result from a 
compromise to the confidentiality, integrity or availability should be considered. When doing 
so the shipping company should determine the criticality of the information stored, processed 
or transmitted by the SCADA system using the most sensitive information to determine the 
overall impact of the system. 
 
Using the CIA model the shipping company concludes that:  
 

 Losing confidentiality of the sensor data acquired by the SCADA system will 
have a low impact as the sensors are publically displayed on board. However, 
from a safety point of view, it is important that the information transmitted by the 
sensors can be relied upon therefore there is a high potential impact from a loss 
of integrity. It will also be a safety issue if the information cannot be read, and 
there is therefore a high potential impact from a loss of availability.  

 
For the power consumption information being sent to the shipping company for 
statistical purposes, it is assessed that there is a low potential impact from a 
loss of confidentiality. The company does not want the data to be public, 
however the effect would be limited if it were to happen. There will also be a low 
potential impact from a loss of integrity as the data is only used for in house 
considerations. There is therefore also a low potential impact from a loss of 
availability. 
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The following table shows the result of the assessment. 

SCADA system Confidentiality Integrity Availability Overall impact  

Sensor data Low High High High 

Statistical data Low Low Low Low 

 
2.2 Risk assessment made by the company 
 
As mentioned above, the risk assessment process starts by assessing the systems on board, 
in order to map their robustness to handle the current level of cyberthreats. Elements of a 
Ship Security Assessment8 can be used when performing the risk assessment, which should 
physically test and assess the IT and OT systems on board. 
 

.1 Identification of existing technical and procedural controls to protect the 
onboard IT and OT systems. More information can be found with the 
Critical Security Controls9; 

 
.2 Identification of IT and OT systems that are vulnerable, the specific 

vulnerabilities identified, including human factors, and the policies and 
procedures governing the use of these systems;  

 
.3 Identification and evaluation of key ship board operations that are 

vulnerable to cyberattacks. These key operations should be protected in 
order to avoid disruption to commercial operations and ensure the safety of 
the crew, ship and the marine environment; and 

 
.4 Identification of possible cyberincidents and their impact on key ship board 

operations, and the likelihood of their occurrence in order to establish and 
prioritize mitigating measures. 

 
Companies may consult with the producers and service providers of 
onboard equipment and systems to understand the technical and 
procedural controls that may already be in place to address cybersecurity. 
Furthermore, any identified cybervulnerability in the factory standard 
configuration of a critical system or component should be disclosed in order 
to facilitate better protection of the equipment in the future.   

 
2.3 Third party risk assessments 
 
Self-assessments can serve as a good start, but may be complemented by third-party risk 
assessments to drill deeper, and identify the risks and the gaps that may not be found during 
the self-assessment. Penetration tests of critical IT infrastructure can also be performed to 
identify whether the actual defence level matches the desired level set forth in the 
cybersecurity strategy for the company. Such tests are normally performed by external 
experts simulating attacks using both IT-systems, social engineering and, if desired, even 
physical penetration of a facility's security perimeter.  
 
Phase 1: Pre-assessment activities 
 
Prior to commencement of a cybersecurity assessment on board10, the following activities 
should be performed: 

                                                
8  The assessment described is based on regulation 8 of the ISPS Code. 
9  www.cisecurity.org/critical-controls.cfm 
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 Map the ship's key functions and systems and their potential impact levels, for 
example using the CIA model; 

 
Identify main producers of critical shipboard IT and OT equipment;  
 
Review detailed documentation of critical OT and IT systems, and their 
interfaces; 
 

 Identify cybersecurity points-of-contact at each of the producers and establish 
working relationships with them; 

Review detailed documentation on the ship's maintenance and support of its IT 
and OT systems;  
 
Establish contractual requirements and obligations that the shipowner/ship 
operator may have for maintenance and support of shipboard networks and 
equipment; and 
 
Support, if necessary, the risk assessment with an external expert to develop 
detailed plans and include producers and service providers.  
 

Phase 2: Ship assessment 
 
The goal of the assessment of a ship's network and its systems and devices is to identify any 
vulnerabilities that could compromise or result in a loss of service for the equipment, system, 
network, or even the ship. These vulnerabilities and weaknesses could fall into one of two 
main categories:  
 

.1 Technical such as software defects, or outdated or unpatched systems, or  

 
.2 Design such as access management or implementation errors.  
 

The activities performed under the assessment would include a build and configuration 
review of computers, servers, routers and firewalls. It should also include reviews of all 
available cybersecurity documentation and procedures for connected OT systems and 
devices. 
 
Phase 3: Debrief and vulnerability review/reporting 
 
Following the assessment, each identified vulnerability should be evaluated for its potential 
impact and the probability of its exploitation. Recommended technical and/or procedural 
corrective actions should be identified for each vulnerability in a final report.  
 
Ideally, the cybersecurity assessment report should include: 
 

 Executive summary – a high-level summary of results, recommendations and 
the overall security profile of the assessed environment, facility or ship; 

 

 Technical findings – a detailed, tabular breakdown of discovered vulnerabilities, 
their probability of exploitation, the resulting impact, and appropriate technical 
fix and mitigation advice; 

                                                                                                                                                   
10 

 Based on a third party risk assessment method described by NCC Group. 
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 Supplementary data – a supplement containing the technical details of all key 
findings and comprehensive analysis of critical flaws. This section should also 
include sample data recovered during the penetration testing of critical or high-
risk vulnerabilities; and 
 

 Appendices – detailed records of all activities conducted by the cybersecurity 
assessment team and the tools used during the engagement. 

 
Phase 4: Producer debrief 
 
Once the shipowner has had an opportunity to review, discuss and assess the findings, a 
subset of the findings may need to be sent to the producers of the affected systems. Any 
findings, which are approved by the shipowner for disclosure to the producers, could further 
be analysed with support from external experts, who should work with the producer's 
cybersecurity point of contact to ensure that a full risk and technical understanding of the 
problem is achieved. This supporting activity is intended to ensure that any remediation plan 
developed by the producer is comprehensive in nature and the correct solution to eliminate 
the vulnerabilities identified. 
 
3. Reducing the risk 
 
Reducing the risk should be the main deliverable of the company's cybersecurity strategy 
and outcome of the risk assessment decided by senior management. At a technical level, 
this would include the necessary actions to be implemented to establish and maintain an 
agreed level of cybersecurity.  
 
There are however occasions during the lifecycle of a ship where the normal controls are 
invalidated: 
 

.1 When there is no control over who has access to the onboard systems. 
This could, for example, happen during dry-docking or when taking over a 
new or existing ship. It is impossible to know if malicious software has been 
left in the onboard systems. 

 
.2 When third-party technicians connect via remote access to perform 

maintenance, read system data or troubleshoot. 
 
.3 When service providers or authorities connect using removable media 

directly to an onboard system. 
 

Considerations on how to deal with such occasions may have to be done separately.  
 
It is critical to identify how to manage cybersecurity on board and to delegate responsibilities 
to the master, IT-responsible officers and maybe the Company Security Officer. 
 
Cybersecurity defences may be technical and focused on ensuring that onboard systems are 
designed and configured to be resilient to cyberattacks. Defences may also be procedural 
and should be covered by company policies, safety management procedures, security 
procedures and access controls. Both technical and procedural controls should be 
compatible with the confidentiality, integrity and availability (CIA) model for protecting data 
and information.  
 



MSC 96/4/1 
Annex, page 17 

 

https://edocs.imo.org/Final Documents/English/MSC 96-4-1 (E).docx 

It is recognized that technical cybersecurity controls may be more straightforward to 
implement on a new ship than on an existing ship. Consideration need be given to only 
implement technical controls that are practical and cost effective, especially on existing 
ships.  
 
Implementation of cybersecurity controls should be prioritized, focusing first on those 
defences, or combinations of defences, which offer the greatest benefit. 
 
3.1 Technical cybersecurity controls  
 
The Centre for Internet Security (CIS) provides guidance on measures11 that can be used to 
address cybersecurity vulnerabilities. The control measures comprise of a list of twenty 
Critical Security Controls (CSC) that are prioritized and vetted to ensure that they provide an 
effective approach for companies to assess and improve their defences. The CSCs include 
both technical and procedural aspects. 
 
The below mentioned examples of CSCs have been selected as particularly relevant to 
equipment and data on board ships12. 
 
Limitation to and control of network ports, protocols and services  
 
Access lists to network systems can be used to implement the company's security policy. 
This ensures that only appropriate traffic will be allowed via a controlled network or subnet, 
based on the control policy of that network or subnet.  
 
It should be a requirement that routers are secured against attacks and unused ports should 
be closed to prevent unauthorized access to systems or data.  
 
Configuration of network devices such as firewalls, routers and switches 
 
It should be determined which systems should be attached to controlled or uncontrolled13 
networks. Controlled networks are designed to prevent any security risks from connected 
devices by use of firewalls, routers and switches. Uncontrolled networks may pose risks due 
to lack of data traffic control and they should be isolated from controlled networks, as direct 
internet connection makes them highly prone to infiltration by malware. 
 

 Networks, that are critical to the operation of a ship itself, should be controlled. It is 
imperative that these systems – see Annex 2 of these guidelines – have a high level 
of security  

 

 Networks, that provide suppliers with remote access to navigation and other OT 
system software on onboard equipment, should also be controlled. Such networks 
may be necessary for suppliers to allow upload of system upgrades or perform 
remote servicing. Shoreside external access points of such connections should be 
secured to prevent unauthorized access.  

                                                
11

  CIS, Critical Security Controls for Effective Cybersecurity, Version 6.0 available at 

www.cisecurity.org/critical-controls.cfm. 
12  Stephenson Harwood (2015), Cyber risk. 
13

  In accordance with EC 61162-460:2015: Maritime navigation and radiocommunication equipment and 

systems – Digital interfaces – Part 460: Multiple talkers and multiple listeners – Ethernet interconnection – 
Safety and security. 
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 Other networks, such as guest access networks, may be uncontrolled, for instance 
those related to passenger recreational activities or private internet access for 
seafarers. Normally, any wireless network should be considered uncontrolled.  

 
A more detailed description of shipboard networks can be found in Annex 3 of these 
Guidelines. 
 
Secure configuration for hardware and software  
 
Only senior officers should be given administrator profiles so that they can control the set up 
and disabling of normal user profiles. User profiles should be restricted to only allow the 
computers, workstations or servers to be used for the purposes for which they are required. 
User profiles should not allow the user to alter the systems or install and execute new 
programs. 
 
Email and web browser protection  
 
Appropriate email and web browser protection serves to: 
 

 Protect seafarers and shoreside personnel from potential social engineering. 

 
Ensure that the exchange of sensitive information via email or by voice is 
appropriately protected to ensure confidentiality and integrity of data, for example 
protecting by encryption.  
 

 Prevent web browsers and email clients from executing malicious scripts.  

 
Satellite and radio communication 
 
Cybersecurity of the radio and satellite connection should be considered in collaboration with 
the service provider. In this connection, the specification of the satellite link should be taken 
into account when establishing the requirements for onboard network protection. 
 
When establishing an uplink connection for ships' navigation and control systems to shore-
based service providers, it should be considered how to prevent illegitimate connections 
gaining access to the onboard systems.  
 
The access interconnect is the distribution partner's responsibility. The final routing of user 
traffic from the internet access point to its ultimate destination on board ("last mile") is the 
responsibility of the shipowner. User traffic is routed through the communication equipment 
for onward transmission on board. At the access point for this traffic it is necessary to provide 
data security, firewalling and a dedicated "last-mile" connection.  
 
When using a Virtual Private Network (VPN), the data traffic should be sufficiently encrypted. 
Furthermore, a firewall in front of the servers and computers connected to the networks 
(ashore or on board) should be deployed. The distribution partner should advise on the 
routing and type of connection most suited for specific traffic. Onshore filtering of traffic is 
also a matter between a shipowner and the distribution partner. It is not sufficient to either 
filter traffic or have firewalls, both types are needed to supplement each other to achieve a 
sufficient level of protection. 
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Producers of satellite communication terminals and other communication equipment may 
provide management interfaces with security control software that are accessible over the 
network. This is primarily provided in the form of web-based user interfaces. Protection of 
such interfaces should be considered when assessing the security of a ship's installation.  
 
Malware defences  
 
Scanning software that can automatically detect and address the presence of malware in 
systems on board should be regularly updated.  
 
As a general guideline, onboard computers should be protected to the same level as office 
computers ashore. Anti-virus and anti-malware software should be installed, maintained and 
updated on all personal work-related computers on board. This will reduce the risk of these 
computers acting as attack vectors towards servers and other computers on the ship's 
network. The decision on whether to rely on these defence methods should take into 
consideration how regularly the scanning software will be able to be updated.  
 
Data recovery capability  
 
Data recovery capability is about having the ability to restore a system and/or data from a 
secure copy or image thereby allowing the restoration of a clean system. Essential 
information and software-adequate backup facilities should be available to ensure it can be 
recovered following a cyberincident. Where applicable, redundant information and OT 
systems should be tested to ensure they work as intended. 
 
Retention periods and restore scenarios should be established to prioritize which critical 
systems need quick restore capabilities to reduce the impact. Systems that have high data 
availability requirements should be made resilient. OT systems, which are vital to the safe 
navigation and operation of the ship, should have backup systems to enable the ship to 
quickly and safely regain navigational and operational capabilities after a cyberincident. More 
detail on recovery can be found in Chapter 4 of these Guidelines. 
 
Wireless access control  
 
It should be ensured that wireless access to networks is limited to appropriate authorized 
devices. 
 
Application software security (patch management)  
 
Critical safety and security updates should be provided to onboard systems. Such updates or 
patches should be applied correctly and in a timely manner to ensure that any flaws in a 
system are addressed before they are exploited by a cyberattack.  
 
Secure network design  

Onboard networks should be partitioned by firewalls to create safe zones. The more firewalls 
that have to be passed through to access a zone, the more secure the systems and data in 
the zone. Confidential and safety critical systems should be in the most protected zone. See 
Annex 3 of these Guidelines for more information on shipboard networks.  
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Physical security  
 
Security and safety critical equipment and cable runs should be protected from unauthorized 
access. Physical security is a central aspect of cybersecurity14.  
 
Boundary defence 
 
Identifying intrusions and infections is a vital part of the controls. A baseline of network 
operations and expected data flows for users and systems should be established and 
managed so that cyberincident alert thresholds can be established. Key to this will be the 
definition of roles and responsibilities for detection to ensure accountability. A more detailed 
process is defined in Annex 1. Additionally a company may choose to incorporate an 
Intrusion Detection System (IDS) system or an Intrusion Prevention System (IPS). Some of 
their main functions include identifying threats/malicious activity and code, and then logging, 
reporting and attempting to block the activity. Further details concerning IDS and IPS can be 
found in Annex 3 of these Guidelines. 
 
3.2 Procedural controls  
 
Procedural controls are focused on how seafarers use the onboard systems. Plans and 
procedures that contain sensitive information should be kept confidential and handled 
according to company policies. Examples for procedural actions can be:  
 
Training and awareness 
 
The internal cyberthreat is considerable and should not be underestimated. Personnel, even 
with the best of intentions, can be careless, for example by using removable media to 
transfer data from computer to computer without taking precautions; and data can be 
mishandled and files disposed of incorrectly. Training and awareness should be tailored to 
the appropriate levels for: 
 

 Onboard personnel, including the master, officers and seafarers; and 

 

 Shoreside personnel who support the management and operation of the ship. 

 
These guidelines assume that other major stakeholders in the supply chain, such as 
charterers, classification societies and service providers, will carry out their own best-practice 
cybersecurity protection and training. It is advised that owners and operators ascertain the 
status of cybersecurity preparedness of their third party providers as part of their sourcing 
procedures for such services. 
 
An awareness programme should be in place for all seafarers, covering at least the following: 
 

 Risks related to emails and how to behave in a safe manner. Examples are 
phishing attacks where the user clicks on a link to a malicious site; 

 

 Risks related to internet usage, including social media, chat forums and cloud-
based file storage where data movement is less controlled and monitored; 

                                                
14  See also the ISPS Code. 



MSC 96/4/1 
Annex, page 21 

 

https://edocs.imo.org/Final Documents/English/MSC 96-4-1 (E).docx 

 Risks related to the use of own devices. These devices may be missing security 
patches and controls, such as anti-virus, and may transfer the risk to the 
environment to which they are connected; 

 

 Risks related to installing and maintaining software on company hardware, 
where the infection can be propagated, starting from infected hardware 
(removable media) or software (infected package); 

 

 Risks related to poor software and data security practices where no anti-virus 
checks or authenticity verifications are performed; 

 

 Safeguarding user information, passwords and digital certificates; 

 

 Cyber risks in relation to the physical presence of non-company personnel, eg, 
where third-party technicians are left to work on equipment without supervision; 

 

 Detecting suspicious activity and how to report if a possible cyberincident is in 
progress. Examples of this are strange connections that are not normally seen 
or someone plugging in an unknown device on the ship network; 

 

 Awareness of the consequences or impact of cyberincidents to the safety and 
operations of the ship; 

 

 Understanding how to implement preventative maintenance routines such as 
anti-virus and anti-malware, patching, backups, and incidence-response 
planning and testing; and 

 

 Procedures for protecting against service providers' removable media before 
they are allowed to be connected to the ship's systems. 

 
In addition, seafarers need to be made aware that the presence of anti-malware software 
does not remove the requirement for robust security procedures, for example controlling the 
use of all removable media. 
 
Upgrades and software maintenance 
 
Hardware or software that is no longer supported by its producer or software developer will 
not receive updates to address potential vulnerabilities. For this reason, the use of hardware 
and software which is no longer supported should be carefully evaluated by the company as 
part of the cyber risk assessment.  
 
All hardware and software installations on board should be updated to keep a sufficient 
security level. Procedures for timely updating of software may need to be put in place taking 
into account the ship type, speed of internet connectivity, sea time, etc. Software includes 
computer operating systems, which should also be kept up to date15. 
 

                                                
15  Further information can be found in the Standard on Software Maintenance of Shipboard Equipment by 

CIRM and BIMCO. 
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Additionally, a number of routers, switches and firewalls, and various OT devices will be 
running their own firmware, which may require regular updates and should thus be 
addressed in the procedural requirements. 
 
Anti-virus and anti-malware tool updates 
 
In order for scanning software tools to detect and deal with malware, they need to be 
updated. Procedural requirements should be established to ensure updates are distributed to 
ships on a timely basis and that all relevant computers onboard are updated.  
 
Use of administrator privileges 
 
Access to information should only be allowed to relevant authorized personnel.  
Administrator privileges allow full access to system configuration settings and all data. Users 
logging into systems with administrator privileges may thus enable existing vulnerabilities to 
be more easily exploited. Administrator privileges should only be given to appropriately 
trained personnel who have a need, as part of their role in the company or on board, to log 
into systems using such privileges. In any case, use of administrator privileges should always 
be limited to execution of functions requiring such access. 

 
User accounts should be removed when they are no longer in use. User accounts should 
also not be passed on from one user to the next using generic usernames. 
 
In a business environment such as shipping, access to onboard systems is granted to 
various stakeholders. Suppliers and contractors are a risk because often they have both 
intimate knowledge of a ship's operations and often full access to systems.  
 
To protect access to confidential data and safety critical systems, a robust password policy 
should be developed. Passwords should be strong and changed periodically. The company 
policy should address the fact that over-complicated passwords which must be changed too 
frequently are at risk of being written on a piece of paper and kept near the computer.  
 
Physical and removable media controls 
 
Transferring data from uncontrolled systems to controlled systems represents a major risk of 
introducing malware. Removable media can be used to bypass layers of defences and can 
be used to attack systems that are otherwise not connected to the internet. A clear policy for 
the use of such media devices is essential; it must ensure that media devices are not 
normally used to transfer information between un-controlled and controlled systems.  
 
There are however situations where it is unavoidable to use such media devices, for example 
during software maintenance. In such cases, there should be a procedure in place to require 
checking of removable media for malware.  
 
Equipment disposal, including data destruction 
 
Obsolete equipment can contain data which is commercially sensitive or confidential. The 
company should have a procedure in place to ensure that the data held in obsolete 
equipment is properly destroyed prior to disposing of the equipment thereby ensuring that 
vital information cannot be retrieved. 
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Obtaining support from ashore and contingency plans 
 
Ships should have access to technical support in the event of a cyberattack. Details of this 
support and associated procedures should be available on board. Please refer to Chapter 4 
of these Guidelines for more information about contingency planning. 
 

3.3 Defence in depth 

 
The complexity and potential persistence of cyberthreats means that a defence in depth 
approach should be considered. Equipment and data protected by layers of defences are 
more resilient to cyberattacks than equipment and data protected by only a single layer of 
defence. 
 
Effective defence in depth may include multiple layers of technical measures combined with 
robust policies, security procedures and access controls. Existing security measures 
preventing access to the ship may be considered as a layer within the defence in depth. 
Preventing unauthorized access to the ship and ship systems has a role in ensuring that 
cybervulnerabilities are not introduced or exploited.   
 
Company policies should align cybersecurity with the requirements in the ISM and ISPS 
Codes and appropriately include relevant procedures.  
 
4 Developing contingency plans 
 
The company should develop, and ships should have access to, appropriate contingency 
plans in order to effectively respond to cyberincidents. Responding to a cyberincident may 
however be beyond the competencies held within the company and on board due to the 
complexity or severity of such incidents. In such cases, external expert assistance should be 
available to ensure an effective response. Without a contingency plan, decisions and actions 
may be made that inadvertently make recovery work more difficult and compromise 
evidence. 
 
It is recommended that the contingency plans are tested periodically, for example using 
scenario exercises with all relevant personnel including management.  
 
Contingency plans should include consideration of who has decision-making authority, when 
to call in external experts (and whom), as well as communication. A non-exhaustive list of the 
most critical elements of contingency plans related to ships are: 
 

 Knowing what to do in the case of disabling, or manipulation, of all types of 
electronic navigational equipment;  

 

 Knowing what to do in the case of disabling, or manipulation, of industrial 
control systems for propulsion, auxiliary systems and other critical systems;  

 

 Knowing how to verify that data is intact in cases where penetration is 
suspected but not confirmed;  

 

 Procedures for handling ransomware incidents; and  

 

 Operational contingencies for ships in cases where land-based data is lost.  
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When a cyberincident is discovered, it is important that all relevant personnel are aware of 
the exact procedure to follow. It is crucial that contingency plans, and related information, are 
available in a non-electronic form as some types of cyberincidents can include the deletion of 
data, compromising of systems and shutdown of communication links. 
 

4.1 Response plan 

 
As with a successful cyberincident itself, an effective response has four stages: 
 

.1 Identify the cybersecurity incident; 

.2 Define the objectives for response and investigate the situation;  

.3 Take appropriate action to address a cyberincident that effects systems 
and/or data; and 

.4 Recover systems, data and connectivity. 

The response plan should, as a minimum, include the following considerations:  
 

 Which systems does this apply to? 

 Should systems be shut down immediately or kept running?  

 Should certain ship communication links be shut down?  

 Should certain pre-installed security software be activated?  

 Who is the correct person in the IT department to contact immediately? In 
addition, what to do if communication links are severed?  

 

4.2 Recovery  

 
Recovery plans should be accessible to officers on board in accordance with their 
responsibilities defined in the plans. The purpose and scope of each specific plan should be 
defined and understood by the officers and potential external IT personnel.  
 
As explained in Chapter 3.1 essential information and software backup facilities should be 
available to ensure recovery can take place following a cyberincident.  
 
Recovery of essential ship or system functions related to the safe operation and navigation of 
the ship may have to take place with assistance from ashore. How and where to get 
assistance, for example by proceeding to a port, needs to be part of the recovery planning 
carried out by the ship in cooperation with the shipowner or operator.  

4.3 Investigate cyberincidents 

 
Investigating a cyberincident can provide valuable information about the way in which a 
vulnerability was exploited. This information can be used to improve the company approach 
to cybersecurity and/or provide the wider maritime industry with a better understanding of the 
threats it faces. Any investigation should result in16: 
 

                                                
16

  Summarized from CREST, Cybersecurity Incident Response Guide, Version 1. 
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 A better understanding of the threats facing shipping companies and the ships 
they operate; 

 Identification of lessons learned; and 

 Updates to technical and procedural control measures, as appropriate. 

Investigating cyberincidents can be a complex and challenging task. Companies should 
consider using external expert assistance to investigate such incidents as appropriate.  
 
Annex 1 NIST framework  
 
To manage risk, seafarers and owners should be aware of the probability that a 
cyberincident will occur and the resulting impact, as outlined in Chapter 2 of these 
Guidelines.  
 
The National Institute of Standards and Technology, U.S. Department of Commerce (NIST) 
framework17 aims to help understand, manage and express cybersecurity risks both internally 
and externally within a ship's organization. It can be used to help identify and prioritize 
actions for reducing cybersecurity risks, and it is a tool for aligning policy, business and 
technological approaches to managing the risks.  
 
The framework development is based on industry standards and best practices created 
through collaboration between various national authorities and the private sector. The 
framework relies on a variety of existing standards, guidelines and practices to enable critical 
infrastructure providers to achieve resilience.  
 
The NIST framework is not a risk management process and does not provide guidance on 
prioritized and vetted actions to address cybersecurity threats.  
 
The framework table below provides guidance on the sort of activities/concerns to be 
considered to achieve specific cybersecurity outcomes. It is not a checklist of actions to 
perform but guidance on key outcomes identified as helpful in managing cybersecurity risks. 
It comprises three elements: functions, categories and sub-categories. 
 
The actual functions are defined below and could be performed concurrently and 
continuously, to form an operational culture that addresses the dynamics of cybersecurity 
risks:  
 

 Identify – the aim should be to develop organizational understanding to 
manage cybersecurity risks to systems, assets, data and capabilities. The 
activities in the identify function are foundational for effective use of the 
framework. Understanding the business context, the resources that support 
critical functions and the related cybersecurity risks enable an organization to 
focus and prioritize its efforts. Categories within this function include asset 
management; business environment; governance; risk assessment; and risk 
management strategy, consistent with the company's risk management strategy 
and business needs. 

 Protect – the aim should be to develop and implement the appropriate 
safeguards to ensure delivery of critical infrastructure services. The protect 
function supports the ability to limit or contain the impact of a potential 
cyberincident. Examples of outcome categories within this function include 

                                                
17  Summarized from the National Institute of Standards and Technology, U.S. Department of Commerce. More 

information can be found at: http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf 
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access control; awareness and training; data security; information protection 
processes and procedures; maintenance; and protective technology. 

 Detect – the aim is to identify, develop and implement appropriate activities to 
identify the occurrence of a cyberincident. The detect function enables timely 
discovery of a cyberincident. Examples of outcome categories within this 
function include anomalies and incidents; security continuous monitoring; and 
detection processes. 

 Respond – the aim should be to develop and implement the processes and 
procedures to detect a cyberincident. The respond function supports the ability 
to contain the impact of a potential cybersafety and security incident. Examples 
of outcome categories within this include response planning, communications, 
analysis, mitigation, and improvements. 

 Recover – the aim is to ensure appropriate activities are developed and 
implemented to maintain resilience and to restore any capabilities or services 
that were impaired due to a cyberincident. The recover function supports timely 
recovery to normal operations to reduce the impact of a cyberincident. 
Examples of outcome categories within this function include recovery planning, 
improvements, and communications. 
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Figure 2. Adapted and reprinted courtesy of the National Institute of Standards and 
Technology, U.S. Department of Commerce. Not copyrightable in the United States. 

 
Risk management programmes offer the ability to quantify and communicate adjustments to 
the cybersecurity framework of an organization. Risks can be handled in different ways, 
including, by mitigating the risks, transferring the risks, avoiding the risks, or accepting the 
risks, depending on the potential impact to the delivery of critical services. The risk 
management processes will make it possible to inform and prioritize decisions regarding 
cybersecurity. This supports recurring risk assessments and validation of business drivers to 
help to select target states for cybersecurity activities that reflect desired outcomes.  
 
To manage risk, ships' personnel and owners should be aware of and understand the 
probability that a cyberincident will occur and the resulting impact. With this, they can 
determine a level of risk which is unacceptable and should trigger action. In connection with 
ships, the level of risk will be closely connected to the level of cybersecurity knowledge of the 
crew personnel on board and their ability to navigate the ship and use the ship's systems in 
manual mode. 
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Annex 2 Target systems, equipment and technologies 
 
This annex provides a summary of potentially vulnerable systems and data on board ships to 
assist companies with assessing their cyber risk exposure. Vulnerable systems, equipment 
and technologies may include: 
 
Communication systems 
 

 Satellite communication equipment; 

 Voice Over Internet Protocols (VOIP) equipment 

 Wireless networks (WLANs); and 

 Public address and general alarm systems.  

 
Bridge systems 
 

 Positioning systems (GPS, etc.); 

 Electronic Chart Display Information System (ECDIS); 

 Dynamic Positioning (DP) systems; 

 Systems that interface with electronic navigation systems and 
propulsion/manoeuvring systems; 

 Automatic Identification System (AIS); 

 Global Maritime Distress and Safety System (GMDSS); 

 Radar equipment; 

 Voyage Data Recorders (VDRs); and 

 Other monitoring and data collection systems. 

 
Propulsion and machinery management and power control systems  
 

 Engine governor;  

 Power management;  

 Integrated control system;  

 Alarm system; and 

 Emergency response system.  

 
Access control systems 
 

 Surveillance systems such as CCTV network; 

 Bridge Navigational Watch Alarm System (BNWAS); 

 Shipboard Security Alarm Systems (SSAS); and 

 Electronic "personnel-on-board" systems. 
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Cargo management systems 
 

 Cargo Control Room (CCR) and its equipment;  

 Level Indication System;  

 Valve Remote Control System;  

 Water Ingress Alarm System;  

 Ballast Water Systems; and 

 Gas liquefaction.  

 

Passenger servicing and management systems 
 

 Property Management System (PMS); 

 Medical records; 

 Ship passenger/seafarer boarding access systems; and 

 Infrastructure support systems like Domain Naming System (DNS) and user 
authentication/authorisation systems. 

 
Passenger-facing networks 
 

 Passenger Wi-Fi or LAN internet access; 

 Guest entertainment systems; and 

 Communication. 

 
Core infrastructure systems 
 

 Routers; 

 Switches; 

 Firewalls; 

 Virtual Private Network(s) (VPN); 

 Virtual LAN(s) (VLAN); 

 Intrusion prevention systems; and 

 Security event logging systems. 

 
Administrative and crew welfare systems 
 

 Administrative systems 

 Crew Wi-Fi or LAN internet access, for example where seafarers can connect 
their own devises.  
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Annex 3 Shipboard networks  
 
In order to design and build a secure network18, many factors should be taken into 
consideration, such as the topology and placement of hosts within the network; the selection 
of hardware and software technologies, authentication and authorisation system; and careful 
configuration of each component.  
 
First, the physical and logical layout of the network should be considered. On the physical 
side, the network provides the distribution of data to the workplaces on board and 
connectivity to the servers, which comprise the intranet, to the internet and possibly to other 
company locations or supply-chain partners and remote users. It is crucial to consider the 
physical location on board the ship, particularly with a view to restricting access and 
maintaining physical security of the network installation and control of access points. 
 
A company policy should be considered in order to decide which parts of the network should 
be controlled or uncontrolled. If the ship uses a complex network infrastructure, direct 
communication with an uncontrolled network should be prevented. Furthermore, a number of 
safety features should be built into the systems ensuring access time restrictions and 
password protection via an application server. As a rule, only equipment that need to 
communicate with each other over the network should be able to do so. 
 
Considerations should be made on how to maximize the security of the switches themselves. 
It should be made impossible to jump from one Virtual Local Area Network (VLAN) to another 
more sensitive VLAN. To achieve the highest level of security, only one VLAN per switch 
should be configured. This would minimize the chance of an attacker jumping VLANs and 
reduce the chance of misconfiguration. Depending on budget and risk assessment, the 
designer may decide that it is acceptable to combine multiple VLANs on a single switch.  
 
It is also crucial that default security settings are reviewed and amended to ensure that data 
cannot be altered using generic factory default username and password, and additional 
devices cannot be added to the network without appropriate authorisation.  
 
The basic design needs an infrastructure for managing the network. One or more 
management workstations may be needed with various servers with different layers of 
security. As these servers may form the foundation of network management and security, it 
is recommended that a ship should use a separate management VLAN, which is isolated 
from the rest of the network by a firewall and access lists. Ideally, the only traffic allowed into 
the management network either is from the managed devices or protected by encryption. 
A design goal will be to keep management traffic away from the production network to 
eliminate the possibility of interception. Ideally, each device should be configured with a 
physical port on the management VLAN. If this is not possible owing to physical or other 
limitations, the management part of the system should be encrypted. Controls for controlled 
networks should be measurable and monitorable.  
 
Networks for different purposes should be kept separated by using a gateway/router between 
them, for example, administration net, control and monitoring systems (CAMS) or navigation 
equipment. Each net should have its own range of IP addresses/subnet masks to avoid 
interconnection without a gateway/router. 
 

                                                
18

  Summarized from NIST Special Publication 800-44 Version 2: Guidelines on Securing Public Web Servers 

and aligned with the recommendations given in EC 61162-460:2015: Maritime navigation and 
radiocommunication equipment and systems – Digital interfaces – Part 460: Multiple talkers and multiple 
listeners – Ethernet interconnection – Safety and security. 
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By default, direct connections from an uncontrolled network should not be allowed. Access to 
the controlled LAN from an uncontrolled LAN should be managed by registration of 
connections, activation registrations and automatic deactivation after a pre-defined period. 
Such operations should be kept restricted to authorized personnel only, and it should be 
ensured that the operation could only take place after permission from an administrator. 
Direct connections should only take place through a firewall or by activation from the 
controlled network side. 
 
When bridging between uncontrolled and controlled LANs, a number of security measures 
should be in place to:  
 

 Prevent unauthorized access by implementing network separation and/or traffic 
management. This can be implemented using VLANs and firewalls.  

 Avoid malicious software. The main prevention measure is to maintain up-to-
date anti-virus, anti-spyware and anti-adware software together with up-to-date 
operating system patch management on all computers accessing the LAN.  

 Prevent internet access from hybrid LAN computers. Internet should only be 
accessible by computers that do not access onboard operational systems.  

 Manage encryption protocols to ensure privacy and commercial 
communications. 

 Manage use of certificates to verify origin of digitally signed software. 

 

It is essential to monitor and manage systems in order to ensure that the IT personnel, in 
conjunction with the teams in the organization ashore and on board the ship, are aware of 
the networks' status. There are network Intrusion Detection Systems (IDSs) available which 
in real time can alert the system administrator when the network systems are attacked. They 
work by inspecting the traffic on the wire and generating alerts if suspicious activities are 
identified.  
 
IDS/IPS 
 
Generally, intrusion detection is the process of monitoring the events occurring in a computer 
system or network and analysing them for signs of possible cyberincidents, which are 
violations or imminent threats of violation of computer-security policies, acceptable-use 
policies or standard security practices19. IPSs are primarily focused on identifying possible 
cyberincidents, but many may also identify reconnaissance activity, which may indicate that 
an attack is imminent. In such situations, the IPS might be able to block reconnaissance and 
notify security administrators, who can take action if needed to alter other security controls to 
prevent related cyberincidents. 
 
A network IDS/IPS can be a regular computer running software, an appliance-type device 
running proprietary software or even a specialized card built into a switch. A firewall usually 
is a device or application that enforces security policy based on specific elements 
(for example source-destination addresses and ports) whereas an IPS is an enhanced 
device or application that analyses the traffic itself, looking for known threats while rejecting 
those that do not comply with the security policy. Host-based intrusion detection or various 
kinds of proactive log-monitoring software are also recommended. Sensors of the IDS/IPS 
should be placed logically within the topology of the network. Unless resources for 

                                                
19

  NIST Publication "Guide to Intrusion Detection and Prevention Systems" Available: 

http://csrc.nist.gov/publications/nistpubs/800-94/SP800-94.pdf 
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maintaining the network IDS/IPS analysing and responding to alerts are plentiful, a few 
strategically placed sensors may be beneficial.  
Other uses of the IPSs are: 
 

 Identifying security policy problems; 

 Documenting the existing threat to an organization; and 

 Deterring individuals from violating security policies. 

 

When an IPS is selected, the company should make sure it complies with the latest industry 
best practices and guidelines often described by authorities and organizations (for example 
NIST). 
 
Some of the common detection methodologies include: 
 

 Signature-based detection: the process of comparing a known threat against 
observed events to identify possible cyberincidents. 

 Anomaly-based detection: the process of comparing definitions of what activity 
is considered normal against observed events to identify notable deviations. An 
IPS using anomaly-based detection has profiles that represent the normal 
behaviour of such things as users, hosts, network connections or applications. 
The profiles are developed by monitoring the characteristics of typical activity 
over a period. 

 Stateful protocol analysis: the process of comparing predetermined profiles of 
generally accepted definitions of benign protocol activity for each protocol state 
against observed events to identify deviations. 

It is recommended to place a sensor on the internet-facing segment, because the public 
servers are a visible target to attackers. Another sensor should be placed behind the firewall, 
to monitor traffic between the internet and the internal LAN. An lDS/IPS sensor could also be 
placed by a remote-access segment, for instance a dial-up server or VPN. 
 
Annex 4 Glossary  
 
Access control is selective limiting of the ability and means to communicate with or 
otherwise interact with a system, to use system resources to handle information, to gain 
knowledge of the information the system contains or to control system components and 
functions. 
 
Asset management is control of any data, computer or device.  
 
Configuration management is a practice and process of handling hardware, software and 
firmware changes systematically so that a device or system maintains its integrity over time. 
 
Cyberattack is any type of offensive manoeuvre that targets IT and OT systems, computer 
networks, and/or personal computer devices attempting to compromise, destroy or access 
company and ship systems and data.  
 
Cyberincident is an occurrence, which actually or potentially results in adverse 
consequences to an onboard system, network and computer or the information that they 
process, store or transmit, and which may require a response action to mitigate the 
consequences.  
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Cybersecurity on board ships protects: 
 

 the operational technology against the unintended consequences of a 
cyberincident; 

 information and communications systems and the information contained therein 
from damage, unauthorized use or modification, or exploitation; and/or  

 against interception of information when communicating and using the internet. 

 
Cybersystem is any combination of facilities, equipment, personnel, procedures and 
communications integrated to provide cyberservices; examples include business systems, 
control systems and access control systems. 
 
Denial of Service (DoS) is a form of cyberattack which prevents legitimate and authorized 
users from accessing information, usually by flooding a network with data. A distributed 
denial of service (DDoS) attack involves a cyberattacker taking control of multiple computers 
and/or servers to deliver a denial of service attack. 
 
Detection processes are methods of detecting intrusions into computers and networks.  
 
Firewall is a logical or physical break designed to prevent unauthorized access to IT 
infrastructure and information.  
 
Firmware is software imbedded in electronic devices that provides control, monitoring and 
data manipulation of engineered products and systems. They are normally self-contained 
and not accessible to user manipulation. 
 
Flaw is unintended functionality in software. 
 
Information security is the security applied to information (rather than systems) protecting it 
from unauthorized access, disclosure, modification or destruction.  
 
Intrusion Detection System (IDS) is a device or software application that monitors network 
or system activities for malicious activities or policy violations and produces reports to a 
management station. 
 
Intrusion Prevention Systems (IPSs), also known as Intrusion Detection and Prevention 
Systems (IDPSs), are network security appliances that monitor network and/or system 
activities for malicious activity. 
 
Local Area Network (LAN) is a computer network that interconnects computers within a 
limited area such as a home, ship or office building, using network media. 
 
Malware is a generic term for a variety of malicious software which can infect computer 
systems and impact on their performance.  
 
Operational technology (OT) includes devices, sensors, software and associated 
networking that monitor and control onboard systems. 
 
Producer is the entity that manufactures the shipboard equipment and associated software. 
 
Recovery refers to the activities after an incident to restore essential services and operations 
in the short and medium term and fully restore all capabilities in the longer term. 
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Removable media is a collective term for all methods of storing and transferring data 
between computers. This includes laptops, USB memory sticks, CDs, DVDs and diskettes. 
 
Risk assessment is the process which collects information and assigns values to risks for 
informing priorities, developing or comparing courses of action, and informing decision 
making. 
 
Risk management is the process of identifying, analysing, assessing and communicating 
risk and accepting, avoiding, transferring or controlling it to an acceptable level considering 
associated costs and benefits of any actions taken.  
 
Router is a device which forwards data from one network to another network, e.g. from a 
satellite communications network to an onboard computer network.  
 
Service provider is a company or person who provides and performs the software 
maintenance. 
 
Virtual Local Area Network (VLAN) is the logical grouping of network nodes. A virtual LAN 
allows geographically dispersed network nodes to communicate as if they were physically on 
the same network. 
 
Virtual Private Network (VPN) enables users to send and receive data across shared or 
public networks as if their computing devices were directly connected to the private network, 
thereby benefiting from the functionality, security and management policies of the private 
network.  
 
Virus is a hidden, self-replicating section of computer software that maliciously infects and 
manipulates the operation of a computer program or system.  
 
Wide Area Network (WAN) is a network that can cross regional, national or international 
boundaries.  
 
Wi-Fi is all short-range communications that use some type of electromagnetic spectrum to 

send and/or receive information without wires. 

Annex 5: Organizations and companies behind the Guidelines 
 

The following organizations and companies have developed these Guidelines: 
 

BIMCO 
 
BIMCO is the world's largest international shipping association, with 2,300 members in 
around 130 countries. We provide a wide range of services to our global membership – 
which includes shipowners, operators, managers, brokers and agents.  
 

BIMCO's mission is to be at the forefront of global developments in shipping, providing expert 
knowledge and practical advice to safeguard and add value to our members' businesses. 
BIMCO promotes fair business practices, free trade and open access to markets, and we are 
a strong advocate for the harmonisation and standardisation of all shipping-related activity.  
 

Chamber of Shipping of America (CSA) 
 
The Chamber of Shipping of America represents US-based companies that either own, 
operate or charter oceangoing tank, container or dry-bulk ships engaged in both the 
domestic and international trades, and companies that maintain a commercial interest in the 
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operation of such oceangoing ships. Current members include companies that own or 
operate US flag or foreign-flag ships. 
 
Cobham SATCOM 
 
Cobham SATCOM develops, manufactures, sells and supports satellite and radio 
communication equipment for maritime and offshore applications, under the established and 
highly regarded SAILOR® and Sea Tel brands. Together the two brands represent more 
than 100 years of experience in developing maritime communication and safety technology. 
 

The recognized quality, reliability and innovation demonstrated across the SAILOR and Sea 
Tel portfolio combined with a worldwide network of service facilities ensures that Cobham 
SATCOM can meet the communication requirements of any ship or fleet, regardless of size 
application or location. 
 

Cobham SATCOM has a long history of reliable and excellent support. Strategically located 
in over 40 countries worldwide, Cobham SATCOM Service Partners form the industry's most 
comprehensive support network. They are fully trained to provide onboard repairs and 
undergo regular audits to ensure they are always equipped with products and spare parts. 
 

COLUMBIA Shipmanagement Ltd 
 
COLUMBIA Shipmanagement Ltd has achieved its position as a world-class ship 
management company by being true to the mandate of its founder, Heinrich Schoeller: to 
provide clients with the highest-quality professional management services. It has over 30 
years of experience in an industry that is heavily regulated by legal authorities and 
commercial associations. 
 

COLUMBIA has developed a reputation that the service always exceeded the clients´ 
expectations. The continuously improved Quality System is one of the main factors behind 
this record of accomplishment. This exceptional system has been designed to fulfil all of the 
requirements of major oil companies as well as national and international bodies. 
 

Cruise Lines International Association (CLIA) 
 
Celebrating its 40th anniversary in 2015, CLIA is the unified voice and leading authority of the 
global cruise community. As the largest cruise-industry trade association with 15 offices 
globally, CLIA has representation in North and South America, Europe, Asia and Australasia.  
CLIA's mission is to support policies and practices that foster a safe, secure, healthy and 
sustainable cruise-ship environment for the more than 23 million passengers who cruise 
annually, as well as promote the cruise travel experience. Members are committed to the 
sustained success of the cruise industry and are comprised of the world's most prestigious 
ocean, river and speciality cruise lines; a highly trained and certified travel agent community; 
and other cruise industry partners, including ports, destinations, ship developers, suppliers, 
business services and travel operators. 
 

CyberKeel 
 
CyberKeel focuses on providing penetration tests for maritime companies as well as 
guidance and training on how to improve maritime cybersecurity. 
 

International Chamber of Shipping (ICS) 
 
ICS is the principal international trade association for the shipping industry, representing 
shipowners and operators in all sectors and trades.  
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ICS membership comprises 37 national shipowners' associations in Asia, Europe and the 
Americas representing over 80% of world merchant tonnage. ICS is concerned with all 
technical, legal and employment affairs and policy issues that may affect international 
shipping. 
 

Inmarsat  
 
Inmarsat sets the standard in maritime communications with the world's most advanced 
commercial global mobile satellite network. With a rich heritage spanning more than 35 
years, Inmarsat enables the maritime industry to stay connected with its highly reliable 
broadband satellite network and its range of leading voice and data services.  
 

Driving innovation in communications, Inmarsat is continually investing in new technology to 
shape the future of the connected ship and build maritime communities. When it matters 
most, thousands of ships depend on Inmarsat to enhance operational efficiency, promote 
seafarer welfare and maximize safety at sea.  
 

International Association of Dry Cargo Shipowners (INTERCARGO) 
 
INTERCARGO was founded in 1980, represents bulk carrier owners/operators (ships 
engaged in the transport of dry-bulk commodities such as coal, grain and iron ore), and 
associates.  
 

With Non-Governmental Organization status at the International Maritime Organization 
(IMO), INTERCARGO's objective is the creation of a "safe, efficient and environmentally 
friendly" dry cargo sector.  
 

International Association of Independent Tanker Owners (INTERTANKO)  
 
INTERTANKO has been the voice of independent tanker owners since 1970, ensuring that 
the oil that keeps the world turning is shipped safely, responsibly and competitively.  
 

INTERTANKO is a forum where the industry meets, policies are discussed and statements 
are created. It is a valuable source of first-hand information, opinions and guidance.  
 

INTERTANKO contributes authoritatively and proactively at international, national, regional 
and local levels on behalf of the tanker community.  
 

INTERTANKO stands for safe transport, cleaner seas and free competition. 
 

IUMI 
 
The International Union of Marine Insurance e.V. (IUMI) is a non-profit association 
established for the purpose of protecting, safeguarding and advancing insurers' interests in 
marine and all types of transport insurance. It also provides an essential forum to discuss 
and exchange ideas, information and statistics of common interest for marine underwriters 
and in exchange with other marine professionals. IUMI encourages measures that reduce 
risk and support risk carriers.  
 

Maersk Line  
 
Maersk Line is the global container division and the largest operating unit of the A.P. Moller – 
Maersk Group, a Danish business conglomerate. It is the world's largest container shipping 
company having customers through 374 offices in 116 countries. It employs 
approximately 7,000 seafarers and approximately 25,000 land-based people.  
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Maersk Line operates over 600 ships and has a capacity of 2.6 million TEU. The company 
was founded in 1928. 
 

NCC Group 
 
NCC Group is a global cybersecurity specialist that provides security assessment services to 
the maritime and many other industries. It has committee members at the British Standards 
Institution (BSI), covering all technical aspects of maritime navigation and radio 
communication equipment and systems (EPL/80 Work Group 6).  
 

NCC Group is also a member of the Comité International Radio-Maritime (CIRM) in order to 
assist the maritime industry by offering cybersecurity assessment services, best practice 
guidance and awareness training. 
 

Templar Executives 
 
Templar Executives is a leading, expert and dynamic cybersecurity company trusted by 
governments and multi-national organizations to deliver business transformation. Our unique 
capability and experience optimizes business outcomes through bespoke holistic 
cybersecurity solutions encompassing culture and best practices. 
 

Templar Executives has a background in developing cyberstrategies for national 
governments, FTSE100 companies and large, multinational organizations and provide 
cybersecurity consulting, information auditing and training supplemented by unparalleled 
technical expertise that is scalable through a robust and discreet expert ecosystem. 
 

Wilh. Wilhelmsen Group 
 
Wilh. Wilhelmsen Group (WW Group) is a global maritime industry group focusing on 
shipping and integrated logistics services for cars and rolling cargo through their 
shareholding in Wilh. Wilhelmsen ASA.  
 

WW Group also occupy a leading position in the global maritime service industry through 
Wilhelmsen Maritime Services. Last year they delivered products and services to 25,000 
ships and handled 70,000 port calls through the global network. Their maritime network 
embraces 2,200 ports in 125 countries. 
 

Zodiac Maritime Ltd  
 
Zodiac Maritime Ltd is an international ship management company, headquartered in London 
with representative offices in Shanghai, Tokyo and Mumbai.  
 

Zodiac Maritime Ltd specializes in the management of Very Large Ore Carriers (VLOCs), 
Capesize, Panamax, Handymax and Handy size bulk carriers, container ships, crude 
tankers, product tankers, chemical tankers, liquefied petroleum gas (LPG) tankers and pure 
car (Truck) carriers. 
 

 
___________ 


